Firewall-Basics
A firewall is required when you want to protect your Local Area Network (LAN) against unauthorized access from the internet.

The range of solutions for solving this task reaches from software applications to special hardware. They all work in a similar way.

Definition of a firewall:

- consists of hard- and software network components at an interface of 2 networks

- ensures that security guidelines are obeyed

- decides which services are allowed to communicate between the 2 networks

- the whole traffic between the two networks has to pass the firewall 

- firewall itself hast to be safe against manipulation of 3rd (unautorized) persons

- because of the use of a firewall, that protects the whole LAN at the interface, not every      single Computer needs a seperate one 

- can also work as Network Adress Translator NAT

DISADVANTAGES

- does not protect against "internal attacks"

- it also does not protect against data-driven attacks, which means that the firewall can check the data packages but not the content.

- the bigger the data-throughput the higher the performance of the firewall has to be.

COMPONENTS

A firewall can consist of :

- package-filtering router

- proxy server (application level gateway)

- conection gateway (circuit level gateway)

The package-filtering router

- uses the following header informations as criteria for every datapackage for filtering

IP adress of origin

IP target adress

The used protocoll

TCP/UDP origin port

TCP/UDP target port

ICMP message type

Receiving network device

Sending network device

Typical restrictions

Outgoing telnet connections are not allowed

Incoming telnet connections are only allowed to specific hosts

Outgoing FTP-Connections are not allowed

Data of a specific external network are not allowed

The Proxy Server

also called Application Level Gateway

allowes the administrator to set stricter security rules as possible with a package-filtering router

stores the visited web pages for faster reaccess

acts as webserver for the internal network

acts as webclient in the internet 

filters unwanted services

there is no direct data exchange between internal and external computers

Gateways

dissimilar LANs are linked by gateways

gateways transfer data and convert it according to the protocols used by the receiving network.
Prohibits direct connections between two networks
Connects two different networks which differ in:
Protocoll
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